
 

 

 

 

 

 

 

 

Emerging Topics in the Next Generation 5G/6G 
Networks: A practical Overview 

Wendel Balbuena 
Advisor: Dr. Hisham Kholidy 

I. Overview: 
5G is the next-generation mobile network, 
and it is being developed with the purpose 
of meeting the network requirements of 
today, and the future. 5G has the goal to 
make network connectivity more 
accessible, faster, energy efficient, and 
reliable, all to pave the way for Enhanced 
Mobile Broadband, Ultra-Reliable Low 
Latency, and Massive Machine-Type 
Communications. In the paper we discuss 
some of the emerging topics in 5G, 
presenting an introductory overview of 
them, their benefits, the challenges these 
present, and their proposed solutions 
gathered from recent academic sources. 

II. Device-to-Device 
Communication and 

Networking in 5G 
Fig. 1: 
Conceptual 
map that 
illustrates 
and contrasts 
D2D from a 
traditional 
cellular 
network 
approach. 

Device-to-Device Communication allows 
for high-speed, more capable, and more 
power-efficient data transmission by 
bypassing base stations and traditional 
signal towers, only using these signal 
towers for network control. This is 
achieved by letting devices that are close 
to each other communicate directly 
instead of using a base station. 

III. Mobile Edge Computing 
(MEC) in 5G 

Fig. 5: High-level concept map of the 
Kubernetes framework and its attack 
vectors. 

Tutorials to harden Kubernetes created 
and implemented: 
1. Upgraded Kubernetes to the latest 
version. 
2. Ran containers with a non-root user. 
3. Performed image scanning 

Fig. 2: Graphical concept of Network Edge demonstrating a high-
level overview of where equipment exists in the network. 

Multi-Access Edge 
Computing (MEC) [1] is 
the implementation of 
specialized equipment that 
processes data at the 
network edge instead of 
sending it to the cloud 
[2,3]. 

. 

IV. Multicast/Broadcast for 5G 
and Beyond

5G Multicast Broadcast Services (MBS) will leverage the 
use of existing independent multicast broadcast technologies 
to gain increased area coverage, mobility support, and 
spectral and resource efficiency. 
MBS use cases: 
• IPTV 
• Vehicle-to-Everything (V2X) services 
• IoT communication 
• Public safety announcements 
• Software updates 

V. Multi-Radio Access Networks 
This technology leverages the use of multiple access points of 
available Radio Access Technologies (RAT) simultaneously on 
the same user equipment. It uses the ATSSS (Access Traffic 
Steering, Switching, and Splitting) architecture to allow these 
multiple connections to happen. 

Fig. 3: Conceptual 
map showing how 
multi-radio access 
networks work by using 
the ATSSS function, 
improving data rate, 
and reliability, and 
decreasing latency. 

VI. Latency in 
Convergence of RAN 

and 5G Core. 
Fig. 4: High-
level concept 
map of the 5G 
architecture 
that illustrates 
the relation 
between RAN 
and 5G Core. 

One of 5G’s main requirements is the 
need for reliable low latency, with the 
convergence of the core network and the 
Radio Access Network (RAN) being one 
of the main contributors to latency. 

VII. Practical 
Experiments: 

Kubernetes Hardening 

Fig. 6: Screenshot taken during the 
implementation of authentication and RBAC. 

Fig. 7: Screenshot showing whitelist network 
policy working. 

Fig. 8: Screenshot showing audit logs enabled 
and recording events. 

VIII. References 
[1] N. Hassan, K.-L. A. Yau and C. Wu, "Edge 
Computing in 5G: A Review," IEEE Access, 
vol. 7, pp. 127276-127289, 2019. 
[2] Hisham A. Kholidy, “Multi-Layer Attack 
Graph Analysis in the 5G Edge Network Using 
a Dynamic Hexagonal Fuzzy Method”, Sensor 
Journal. Sensors 2022, 22, 9. 
[3] Hisham A. Kholidy, Andrew Karam, James 
L. Sidoran, Mohammad A. Rahman, "5G Core 
Security in Edge Networks: A Vulnerability 
Assessment Approach", the 26th IEEE 
Symposium on Computers and 
Communications (IEEE ISCC 2021), Athens, 
Greece, September 5-8, 2021. 

4. Implemented secure authentication to 
the Kubernetes API server and enabled 
RBAC. 
5. Set up network policies. 
6. Enabled audit logging. 
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Circuit Design and Signal Generation for Accessing Neuromorphic Chip
SURP Student: Alice Lin, SURP Advisor: Yu Zhou 

College of Engineering, SUNY Polytechnic Institute, Utica, NY 13502 

Introduction 

A neuromorphic chip is an IC chip which contains a matrix of 
memristors. Each memristor is a two-terminal IC-compatible 
analog device, which can be programmed to different 
conductance states. The tunable conductance states of 
memristors allow neuromorphic chips to be used as flash 
memory and to potentially carry out computations on-chip. 

Tasks 
To design and construct a circuit to generate 4 different levels of 
pulse signal required for the chip access 
• Forming: Amplitude of at least 3.30V and pulse width is around 1ms 
• Setting: Amplitude of 1.0V to 2.5V and pulse width around 1ms 
• Resetting: Amplitude of -0.8V to -2V and pulse width around 50ns to 

1ms 
• Reading: Amplitude of -0.2V to 0.2V and pulse width around 10μs 

Circuit Design (TinkerCAD) 

Our objective is to design a 
programmable pulse 
generator circuit to generate 
the necessary voltage 
pulses for accessing the 
neuromorphic chip. 

Oscilloscope 

Result 
As shown in TinkerCAD simulation, the oscilloscope shows the 4 
pulses with different voltages (setting 2.25V, forming 4.5V, 
resetting -2.77V, and reading -0.172V) at a width of 10μs. 

Conclusions and Discussions 
• The design of the circuit has been validated by TinkerCAD 

simulation. It can generate the desirable pulses for 
accessing the neuromorphic chip. 

• Further improvement: A multiplexer is a more compact 
choice to replace those relays for selecting different digital 
pulses. 

Acknowledgements 
• SURP Program for support the summer project 
• Prof. Cady’s AFRL award #FA8750-21-1-1019 
• Prof. Yu Zhou for project advice 
• Miss Jeelka Natwarbhai Solanki (PhD candidate), Prof. 

Natheniel Cady, and Mr. Steven Wood for providing 
information and advice on the neuromorphic chip 

• Mr. William Denale for advice on circuitry 

Circuit Design 
• Uses an Op Amp to convert a 9V input to -4.5V to 4.5V 
• The Op Amp outputs 4.5V as the forming voltage 
• Generates 2.25V setting voltage by using two 1k resistors 
• Generates -2.77V resetting voltage and -0.172V reading 

voltage by using 10k, 15k, and 1k resistors 
• SPDT relays, which act as digital switches, are used to 

choose among the 4 different voltage levels 
• Arduino is programmed to select among different voltage 

levels and control the pulse width 

ppArduino Program 

Schematic 
Diagram for 

TinkerCAD Circuit 

Improved Circuit 
using Multiplexer 



  

 

  
 
 

Analysis of Electroencephalography (EEG) Data 
Megan G. Lorenz, Student at College of the Holy Cross 

Research Mentor: Daniel K. Jones, Ph.D., P.E. 

College of Engineering, SUNY Polytechnic Institute, Utica, New York 13502 

Introduction: 
Electroencephalography, or  EEG, is a 
technique in which electrodes are used to 
measure voltage activity in the brain. Voltage 
activity is useful in determining patterns in 
brain responses. During an EEG, electrodes, 
or channels, are placed on the scalp and 
activity is measured in microvolts (μV). 

The analysis of EEG data comes in the form 
of analyzing event-related potential (ERP) 
graphs. These graphs measure the voltage 
(μV) on the y-axis and the time (ms) on the x-
axis. While the magnitude of voltage is 
considered, the latency, or timing, is a key 
factor in determining response differences 
across participants. 

Methods: 
Used MATLAB/ EEGLAB software to 
perform graphing and analysis. 

1) Creating Topoplot Movies: 

• Graphed 2D topoplots from 
latencies 0ms-800ms, at intervals of 
10ms. 

• Saved .jpg images at each 10ms 
interval. 

• Used Clideo Video Maker to 
combine images into a video. 

• Created side-by-side video 
comparisons with Fastreel. 

2) Statistical Analysis of EEG Data 

• Created a study in EEGLAB with all 
positive, negative, and neutral 
datasets for 45 total participants. 

• Performed One-Way ANOVA tests 
for ERP plots. 

• Performed One-Way ANOVA tests 
for topoplots. 

• Analyzed results of ANOVA tests to 
determine significant differences 
between positive, negative, and 
neutral ERP data. 

Objectives: 
1) Compare positive, negative, and neutral 

responses between participants. 

2) Look for topoplot differences in latency 
among positive, negative, and neutral 
responses. 

3) Look for ERP differences between 
responses. 

Results: 
Typically, the responses to the negative 
images lasted longer than the responses 
to the positive images. With the negative 
images, higher voltage contrast typically 
occurred from ~150ms to ~550ms, with a 
total duration of 400ms. Meanwhile, with 
the positive images, higher voltage 
contrast typically occurred from ~240ms to 
~520ms, with a total duration of 280ms. 
From 400ms to 800ms, the typical channel 
voltage difference between the positive 
and negative ERPs was statistically 
significant with a p-value of 0.05. 

Conclusions: 
It is reasonable to conclude that negative images 
leave a stronger, more lasting psychological 
impression. Specifically, the second half of the 
response is significantly different after seeing positive 
versus negative images. 

References: 

HydroCel Geodesic Sensor Net. Electrical Geodesics, Inc. (EGI). Accessed 29 July 2022. 
Luck, Steven J. An Introduction to the Event-Related Potential Technique. MIT Press, 2014. 

Figure 1: Sensor Net Channel Map 

Future Directions: 
• Analyze findings in relation to personality types of 

participants. 

• Further explore the 400ms to 800ms time interval 
for explanations for the significant differences 
found. 

Figure 3: Topoplot Comparison of 
Negative vs. Positive Images 

(Participant 3) 

Figure 2: One-Way ANOVA of ERP for 
45 Total Participants (statistically 
significant differences shown by 

black bar) 

Contacts: 
Dr. Daniel Jones: jonesd5@sunypoly.edu 
Megan Lorenz: lorenzm@sunypoly.edu 



Developing Undergraduate Laboratory Modules on Crystals and Defects 
Joshua Peck, Kathleen Dunn, Bradley Thiel 
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Anneal 

Introduction 
The goal of this internship was develop a series 
of undergraduate laboratory modules as the 
basis for a future materials engineering course, 
focused on the relationship between 
microstructure and macroscopic properties in 
technologically relevant materials. 

Etching Aluminum PolycrystalsCz Growth of Silicon 
The Czochralski (Cz) method is the standard means 
for growing defect-free silicon material suitable for 
the semiconductor industry. This laboratory is 
intended to introduce students to the equipment, as 
well as the thermodynamic challenges to producing 
perfect crystals. 

Curriculum materials created to describe process 
• A small seed crystal is lowered to contact a silicon melt, 

which crystallizes with the same orientation as the seed.  

Ideally silicon ingots should be pure & crystalline, but 
observing the defects in the wafer shows what part of 
seeding went wrong, offering opportunities for learning. 

Future tasks: 
• Obtain or design new control software & missing dongle 
• Acquire Si feedstock and seed crystal to test system 
• Have site engineering complete re-install checklist 

Material Testing 
Mechanical properties depend on the ease with 
which defects can be propagated through a solid. 
This lab is used to probe two kinds of mechanical 
response to stress using a commercial tester. 

Laboratory tasks:
• Determine status and capabilities of legacy system 
• Test everyday materials to calibrate system 

Configuration 1: Tensile test 
The substance is pulled 
apart until it fractures. 
Tested substances: 

• Electrical wire 
• Zip ties 

Configuration 2: Flexural test 
The substance has a load pushed onto it until it until it 
bends. The yield point is reached. Tested substances: 

• Toothpicks 
• Silicon substrates 
• 

Curriculum materials created to describe material 
response in reacting to the applied force, i.e., the 
interpretation of a stress vs. strain graph to extract: 

• Elasticity(Stress resistance before the yield point). 
• Ductility (Stress resistance after the yield point). 
• Strength (The total amount of energy absorbed 

before fracture). 

Future Tasks 
• Purchase another load cell (existing one is damaged) 
• Upgrade computer system for modern data transfer 

Most defects require specialized microscopes to 
be seen, but this lab uses a special case of high 
purity aluminum where the grains can be 
observed by the naked eye. This lab can thus be 
used to teach concepts of microstructure and 
defects without complex equipment. 

Laboratory tasksBackground 
Most undergraduate courses treat crystals as 
perfect 3-dimensional arrays of atoms. Most 
materials are not perfect, however, and the 
defects dictate most observable properties. 
These modules are designed to introduce 
undergraduates to the language of 
crystallography and defects, the measurement of 
defects and their impact on properties, and the 
difficulties associated with eliminating defects. 
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Grain boundaries arise 
when crystal domains meet 

with eliminating defects. 

Directions and planes are defined by 
vector notation called “Miller Indices” 

Cz tool in CESTM L233 
CNSE Innovation Lab 

Laboratory tasks 
• Determine status and 

capabilities of legacy system 
• Resurrect attached control 

system, including hard drive 
repair 

• Work with engineering team 
on re-installation 
requirements (water, power) 

• The crucible with the melt is 
rotated as the seed is 
withdrawn, producing an 
ingot 

Silicon ingot 

• Anneal aluminum blanks to cause 
recrystallization and enable grain 
growth. 

• Use chemical etching to remove 
material and reveal the microstructure 
of interest 

1) Isotropic etching by NaOH in 
water was used to remove surface 
oxide and expose bare Al metal 

2) Anisotropic etching in Poulton’s 
reagent revealed grain structure: 
etch rate depends on orientation of 
the grains 

• Individual pieces mounted with 
hardware as zipper pulls 

Curriculum materials created to describe 
analysis and evaluation 
• Different methods (diameter, intercept, area) 

result in slightly different values for grain size 
• Discussion of statistics, confidence, and 

validity 

Atoms arrange themselves in 
regular arrays known as 
crystals; this is silicon’s choice: 

 

 

 

  



  
    

 

Semiconductor wafers are an essential component in modern-day electronics 
typically used for photovoltaics or ICs. Before these wafers can be used in such 
components, they must endure several phases of processing. The SiConiTM pre-
clean phase is defined by etching and annealing. Etching selectively removes 
material on the substrate creating a uniformed surface. This removal is 
necessary because it eliminates any impurities on the semiconductor wafer, 
allowing for an increase in contact resistance, yield and reliability of middle-
of-the-line interconnections. 

The current study focuses on carrying out numerical simulations of the 
etch process to determine conditions necessary for a uniform oxide 
removal. A 300mm Si wafer with a target etching amount of 4-12 nm is set up 
under a showerhead that delivers reactants from a remote plasma and the final 
thickness of the oxide layer is measured. 

    

          

   
   

   
 

 
    
       

    
    

   
    

  
            
            

         
         

            
         
   

    

  

 
 

 
 
 

 

  

 
 

 
 

  
  

 

  

This graphic illustrates the different components that make up a virtual lab. Virtual labs 
are interactive, digital simulations of activities that typically take place in physical 
laboratory settings. Virtual labs simulate the tools, equipment, tests, and procedures 
used in chemistry, biochemistry, physics, biology, and other disciplines. 

The Finite Volume Method divides 
the domain of the fluid into multiple 
control volumes known as cells. 
The cell centers are then evaluated 
using a system of algebraic 
equations that are simplifications of 
the partial differential form of the 
Naiver-Stokes equations . Each 
algebraic equation will relate a cell-
center value to its adjacent cells. 

 

 
 

 

 

 

 

Units are in mm. Inlet 

Outlet 

 

  

  
  

  

After the geometry 
is created, different 
parameters can be 
manipulated to 
create a uniformed 
mesh. 

A series of edge, 
face, and sweep 
meshes were used 
to achieve grid 
independence. 

This arrow indicates the thin wafer section, 
alongside a modeled nanoscopic Silicon-Dioxide 
layer. 

   
   

 
   

 
 

  
                  

              
   

                 

 



 

Pixplot visualization

Faces in TIME 

Summer Challenges 

Since the code was initially programmed by Yale’s Digital Team, 
one challenge was to get into the groove of reading other 
people’s thousands of lines of code and trying to add my 
changes to the code the best I can. 

Additionally there were many times when coding that I ran 
into problems or roadblocks and had no clues about how to 
solve those issues. After tons of research and the help of 
explaining my roadblocks to someone with a different 
perspective. It would help me to figure out what I was missing 
or had not tried yet. 

An interactive web resource exploring faces in Time Magazine 1923-2014 

Data and Methods 

Home page 

Historical timeline 

Trendline charts 

Composite faces 

Overview visualizations of faces 

Research Findings 

Navigation menu 

OutcomesSite Architecture and Navigation 

Notes: 

Each page contains a navigation menu that allows the user to navigate to any 
of the other pages. 

Each of the interactive visualizations includes explicit links directly inviting the 
user to look at the historical timeline 

Project by: Dr. Ana Jofre and Timothy Tu 

My Contribution to the Project 
The web page I created used software called Pixplot, which was 
developed by Yale’s Digital Humanities Lab. The program 
receives a collection images as the input, along with their 
metadata. We used a subset of 8,787 face images from Dr. 
Jofre's Time magazine collection. The program uses an AI 
algorithm to output the images in a 3D arrangement organized 
by visual features. 
My contribution was to take the output created by the Pixplot 
program and redesign it to provide a more user-friendly 

to the front-end development of this resulting webpage (using 
HTML, CSS, and Javascript). 

PixPlot Visualization 

interface to display our data. To achieve this, I am contributing 

Project Overview 

This project examines an archive of Time magazine containing 
3,389 issues ranging from 1923 to 2014, focusing on images of 
human faces. We extracted faces from this archive, and tagged 
them by visual characteristics, including gender, race, age, 
expression, and context. The research examines how 
representations of human faces evolved, and reveals 
relationships between the images and their corresponding 
socio-political contexts. For example, we found that the 
percentage of female faces peak during eras when women have 
been active in public life, and wane in eras of backlash against 
women’s rights. Other findings, among many, include the 
observation that the percentage of smiling faces increases from 
1923 to 1940, which coincides with known shifts in the cultures 
of advertising and of photography. 

The goal is to develop a web resource that makes our data 
and research findings accessible to the public through 
visualizations and interactive narratives. 

This summer, I developed one of the pages in the web 
resource. This page presents a raw visualization of the 
image data. The images are sorted (using AI) by raw visual 
features. The user is encouraged to explore relationships 
between the faces using this tool. 
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Key 

MLP = Multilayer Perceptron 
(Neural Networks) 

SVM = Support Vector 
Machines 

Bin LR = Binary Logistic 
Regression 

Multi LR = Multiclass (Early, 
Late, Neg) Logisitic Regression 

TP = True Positive 
FP = False Positive 
TN = True Negative 
FN = False Negative 

     
  

    
 

 

  
 

 
 

   
 
 

 

  
 
 
 
 
 

 
 
 
 
 
 
 
 

   
 

 
  

 

       
   

  
            

 
            

 

 

 

 

 

 

 

 

 

 

 

  

  

 

 

                
             
                                  

              
                      
             

  
      

       
         

                
              

           
     


